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• MFA (Multi-Factor Authentication) adds a layer of security to your 
account with the addition of a security challenge after your 
username and password are accepted on a login. 

• the process of verifying the identity of a user by asking them to 
demonstrate at least two distinct proofs of their identity. 

• These proofs fall into three categories or factors: 
• what you know (e.g., your password), 
• what you have (e.g., your mobile phone), 
• and what you are (e.g., your fingerprint).

• It is only required when you are outside of MQ University Campus

What is MFA
(Multi-Factor Authentication) 
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MFA (Multi-Factor Authentication) is being made mandatory for 
users signing into FoRA whilst they are not connected to the 
Macquarie University OneNet.

Important: if you have already setup MFA for Okta when you started with 
Macquarie University or for accessing Workday, no further action is required. 
You will simply be prompted to provide your 2nd factor authentication when 
you attempt to sign into FoRA.

If you have not already set-up MFA for your Okta account, please click here for a 
step-by-step guide.

MFA- Coming Soon
(Multi-Factor Authentication) 

https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmq.service-now.com%2Fonehelp%2Fshow_kb.do%3Fsysparm_document_key%3Dkb_knowledge%2Cbf54b084db341950c19652e344961980&data=05%7C01%7Cmichelle.keeling%40mq.edu.au%7C2e81ca51a4544d178fdb08daabf08284%7C82c514c1a7174087be06d40d2070ad52%7C0%7C0%7C638011346710075770%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=FM5ajW3sUOE0JcJNIXNdyJzXX%2FCTWOfJCT2k0eEpDOo%3D&reserved=0
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MFA- Set Up
required to be performed once only

1. Visit the MQ Okta page using any browser on your computer device: 

  mq.okta.com/app/UserHome 

2. Log in using your Macquarie OneID and password.

https://mq.service-now.com/onehelp/show_kb.do?sysparm_document_key=kb_knowledge,bf54b084db341950c19652e344961980
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MFA- Set Up
required to be performed once only

3. Click on the top right hand corner menu (where your 
name is displayed) and click on ‘Settings’ on the 

dropdown menu.
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MFA- Set Up
required to be performed once only

4 Click on Edit Profile



7RESEARCH SERVICES  I  ETHICS SECRETARIAT

MFA- Set Up
required to be performed once only

5. Scroll down to 
view the section 
‘Extra Verification’. 
Click on the ‘Set up’ 
button next to Okta 
Verify or Google 
Authenticator. You 
can choose 
whichever you 
prefer, or already 
have downloaded.

NOTE: The Okta Verify Authenticator app is the recommended app for 
convenience and security. You do not require to enter a one-time code for 
approval, as it will send a push notification approval request to your 
smartphone
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MFA- Set Up
required to be performed once only

6. You will be presented with “Set 
up multifactor authentication” 
screen, as shown below. Click on 
Setup.
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MFA- Set Up
required to be performed once only

7. Select your device type (iPhone 
or Android). Please make sure that 

you have your preferred 
authenticator app installed on your 
mobile phone (such as Okta Verify 
or Google Authenticator or Authy 

or Microsoft Authenticator) before 
proceeding to the next step

Click ‘Next’ to go to the Scan QR 
code page 
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MFA- Set Up
required to be performed once only

8. On your phone open your selected authenticator app.

9. Select the options to 'add an account', selecting 'Work or School 
account' where prompted. If you have used this app in the past, and 
have another account already registered on it, click the '+' sign either 
in the bottom right corner or the top right corner.

10. Select 'Scan a QR code' when prompted on your phone .
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MFA- Set Up
required to be performed once only

11. Scan the QR code shown on the QR 
code page of your computer screen. This 
will add your account to the 
Authenticator app on your mobile phone 
and will prompt you to confirm.

12. Click on the Next button on your 
computer screen to take you back to the 
Settings page. A message pop up will 
appear on your computer screen 
confirming that the MFA setup has been 
completed.
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MFA- Set Up
required to be performed once only

12. Click on the Next button on your computer screen to take you back to the 
Settings page. A message pop up will appear on your computer screen 
confirming that the MFA setup has been completed.
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MFA- Sign In
required EVERY time you sign in OFF - CAMPUS

Make sure you ALWAYS have your phone with you
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