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THE ENERGY TRANSITION 

• The ‘energy transition’ involves adopting new technologies and changing 

legacy practices to advance the delivery of secure, reliable, and 

sustainable sources of energy



AIMS

Overarching aim – to provide technology law insights to shape energy law 

and policy 

Specific aims to –

• consider the ways in which new and emerging technologies are 

transforming the energy sector; 

• analyse the potential effects of such technological changes on the 

continuing effectiveness of laws in these areas

Will focus on the oil and gas sector



THE EFFECT OF EMERGING AND 

EVOLVING TECHNOLOGIES

• Commercial and logistical efficiencies of emerging technologies – AI, 

blockchain and IoT

• Historically - ‘One rock, two geologists and three opinions’ 

• Oil and Gas 4.0



AI-ENABLED PROCESSES IN 

OIL AND GAS 

• How AI technologies are revolutionising oil and gas exploration and 

processing 

• Legal implications and risks 



AI-ENABLED PROCESSES IN 

OIL AND GAS …

Australian Ethical Framework – 8 Principles

• Supportive of ‘human, social and environmental well-being’

• Adopt human-centred values

• Uphold fairness 

• Protect privacy and security

• Be reliable and safe

• Be transparent and explainable

• Be contestable and accountable 

OECD Recommendations on AI – 5 Principles

• Useful definitions and concepts

Continuing global law reform discourse



BLOCKCHAIN ENABLED PROCESSES      IN 

OIL AND GAS 

Blockchain based processes are revolutionising the oil and gas sector 

‒ Exploration phase

‒ Development and production phase

‒ Transportation phase

Smart contracts 

‒ Use in oil and gas sector

‒ Limitations and areas of legal uncertainty challenges 



BLOCKCHAIN AND REGULATORY 

COMPLIANCE ….

• Blockchain based processes are being used to support compliance

• Areas of legal risk and uncertainty



CONNECTION TO THE INTERNET OF 

THINGS 

• The IoT is being used to support secure and efficient supply chains

• Risks - Cyber security threats, privacy issues and human trafficking 

concerns

• Applicable regulatory frameworks – Australian Signals Directorate 



DATA PRIVACY CONSIDERATIONS

• The relevance of the Australian Privacy Act 1988

• The operation of the Australian Privacy Principles

• International considerations wrt cross-border data flows



CONCLUDING THOUGHTS 

• Rapid increases in the scale and efficiency of oil and gas development 

is largely due to the sector’s early adoption of new technologies

• But – need to identify risks of adopting such technologies and ensure 

systems and safeguards are in place

• Need to calibrate economic efficiency with social considerations of 

equity, transparency, accountability and cyber security 

• This is made difficult by lack of clear laws in many of these areas – but 

this is always the price of being an early adopter!
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