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INTRODUCTION

New payment products and services (NPPSs) utilise innovations to initiate payments through, or to extend the reach
of, traditional markets. They provide an alternative for clients to the products and services that are commonly offered
by traditional regulated financial institutions, such as banks. Their development allows for increased access to financial
services for a wider population, creating new markets. But NPPSs can also pose risks of money laundering (ML) and
terrorist financing (TF) funds generation and transfer.! This whitepaper identifies different types of NPPSs, explains
how they operate, and identifies some of the anti-money laundering and counter-terrorist financing (AML/CTF) risks

that are associated with each type.

WHY ARE NEW PAYMENT PRODUCTS AND SERVICES IMPORTANT IN THE REALM
OF AML/CTF?

NPPSs are increasingly interconnected, not only between themselves but also with traditional payment methods.?
One of their greatest positive impacts has been the inclusion of individuals from developing countries in which basic
financial services have not previously been sufficiently available.3 Simultaneously, however, methods of ML and TF
have also evolved to circumvent legal protections in this area. Many NPPSs are anonymous by design, rendering them
vulnerable to exploitation for ML/TF, particularly in jurisdictions with weaker AML/CTF laws.* The further development
of NPPSs requires monitoring, law reform, and enforcement, but in a way that does not stifle the benefits that these

technologies bring.®

HOW NEW PAYMENT PRODUCTS AND SERVICES WORK AND THEIR POTENTIAL
AML/CTF RISKS

NPPSs both enhance existing financial services and create entirely new ones. They may be used to co-mingle illicit cash
with legitimate business takings, move illicit funds across borders, or conceal criminal proceeds and send them
offshore.® This section will focus particularly on prepaid cards, mobile payment services, internet-based payment
services and virtual currencies, internet-based loans, and alternative remittance services. It will first describe the
payment system and explain how it works, the entities that are involved, and their roles or activities. It will then detail
the potential risks involved with each of the NPPSs.

PREPAID CARDS

Prepaid cards, the value of which derives from money given to the card issuer, are increasingly utilised by small and
medium enterprises and retail merchants.” The preloaded value is encoded on a magnetic strip or an electronic chip.?
These are readily purchasable from retail stores and customers are not subject to the costs of opening a payment

account.

The multiple types of prepaid cards available for purchase have different levels of associated risk. Closed-system
prepaid cards fall on the lower end of the spectrum of AML/CTF risk.? These cards limit users to purchases of goods or
services from the merchant issuing the card, such as is the case with gift cards. They can be purchased anonymously
with cash and the end-users need not identify themselves. However, the cards cannot be redeemed for cash, which
reduces their risk level.l° Semi-closed prepaid cards, such as shopping centre gift cards, operate similarly, but can be
used to pay multiple merchants or service providers. These are often issued by third parties, such as banks. In
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contrast, open-system prepaid cards can be used at most merchants that have the capacity for electronic funds
transfer at point of sale (EFTPOS). These include charged travel cards, which are reloadable and can be used to retrieve

cash from automated teller machines (ATMs).

Potential AML/CTF risks of prepaid cards

The AML/CTF risks of prepaid cards vary between closed, semi-closed and open-system cards. Among all systems, it
can be difficult to identify the individual using the prepaid card, because providers do not necessarily need to comply
with customer due diligence (CDD) requirements. If the purchaser of a prepaid card uses an account linked to a bank
to originally acquire the card, this transaction can be traced back to them. Cards can, however, also be acquired
anonymously with cash or other forms of NPPS.1? Furthermore, third parties abroad can receive and utilise a shipped
open-system card and access the value loaded onto it, provided they know the personal identification number.* The
discreet size of the cards allows for easy transportation by mail or by being physically carried across borders.'

Therefore, open-system cards in particular are vulnerable for use by money launderers or by terrorist organisations.

Examples of prepaid cards on the market'®

l. Australia Post ‘)

Australia Post offers a range of prepaid card options in collaboration with Mastercard, consisting of both
closed and open-system cards.'® These include the Everyday Mastercard; the Travel Platinum Mastercard,
which can store up to 11 currencies; and the Australia Post Gift Card by Mastercard, which can be loaded
with between $20 and $500.

II. Westfield

Westfield offers gift cards that are redeemable at participating retailers in Australia with EFTPOS facilities —
including, but not limited to, Myer, Coles, Woolworths Group, David Jones, Target, Kmart, JB Hi-Fi and Rebel
Sport.l” These are closed-system cards that are not refundable, exchangeable for cash, or reloadable.
Therefore, they pose little to no AML/CTF risk.

1. Universal Gift Card Universal Gift Card

Universal Gift Card Pty Ltd offers open-loop prepaid cards issued by Heritage Bank Ltd. These cards can be
used anywhere that Visa or Mastercard prepaid cards are accepted. The cards cannot be used for mail or

telephone orders or, except for some reloadable cards, at an ATM. They are not linked to a bank account.!®

MOBILE PAYMENT SERVICES

Mobile payment services encompass a range of transaction types in which a mobile phone is used in the payment
process.'® These transactions are facilitated by non-traditional financial institutions, such as telecom operators, as well
as by traditional institutions, such as banks, working in conjunction with fintech companies. They utilise mobile
telecommunication networks or proximity technologies in two main ways:?° the bank-centric model and the mobile
network operator-centric payment model.?! In the bank-centric model, users can access money not tied to their
payment account or they can access financial services through their phone with lower transaction limits. Here, mobile
network operators merely facilitate the transfer of payment messages. Within the mobile network operator-centric
model, there are two variations. First, in postpaid systems, the telecom operator allows the user to charge transactions
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to their phone bill. Second, in prepaid systems, the customer uses the phone to authorise the deduction value from a
prepaid account held by the operator.?2 Mobile payment services rely on several types of technologies, including text
messaging, mobile internet access, near-field communication, programmed subscriber identity module (SIM) cards,
and unstructured supplementary service data.?® The user therefore does not need a bank account and, depending on

the mobile network operator, may be able to access international payment services or withdraw cash from an ATM.?

Potential AML/CTF risks of mobile payments

Mobile payment services share the same main risks as prepaid cards. In both types of NPPS, the user can fund their
transactions with cash so that the origin of the funds remains unidentified. Mobile payment services often also allow
for transfers over long distances and sometimes internationally. These payments are particularly open to exploitation
by terrorist organisations as different jurisdictions have varying levels of CTF controls and mechanisms, with those
that have fewer restraints being more vulnerable.?®> Furthermore, mobile phones may be used by multiple people,
rendering transactions highly elusive.?® Lastly, mobile payment systems that allow for cash withdrawals at ATMs can
add further complications to attempts at AML/CTF reform.?’

Examples of mobile payment services on the market

l. Google Pay G Pay

Google Pay can be used across the web and in apps, without having to enter any payment information, as
well as in-store.?® When paying in-store with Google Pay, a customer’s actual card number is not shared. In

Sydney, Google Pay can also be used to pay for public transport by holding a phone to an Opal reader.

Il. Apple Pay 4 Pay

Apple Pay operates in a very similar way to Google Pay. The user connects their cards with the app. When
they make a purchase, Apple Pay uses a device-specific number and a unique transaction code. The card
number is never stored on the device or on Apple servers and is never shared with merchants.?® When paying
with an eligible debit or credit card, Apple Pay does not keep transaction information that can be tied back
to the user. The user can pay in-store via Face ID, which uses a specialised camera to create a depth map and
an infrared image of the customer’s face,3® or Touch ID, which allows the customer to access their phone via

fingerprint recognition.3!

1. Beem It

This app is jointly owned by the Commonwealth Bank of Australia, the National Australia Bank and Westpac.3?
It was designed to allow users to track and share bills and group expenses. Users can make instant payments
to anyone on their Beem It network using their in-app handle. They can transfer money between up to three

debit cards and send up to $1,000 daily between them, without incurring fees.

IV. Osko @

Osko is a product owned by BPAY, an electronic bill payment system based in Australia. It enables payments
through a user’s financial institution via online, mobile or phone banking facilities to organisations registered
with BPAY. Osko also operates in conjunction with more than 60 banks and financial institutions within

Australia.3? It facilities person-to-person transfers and uses PayID (information unique to the customer that
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is securely linked to their nominated bank account),3* rather than Bank State Branch (BSB) and account
numbers. Users can pay using a person’s mobile number, email address or Australian Business Number (ABN).

Osko functions through various bank apps, so it is implemented with the user’s bank security standards.

INTERNET-BASED PAYMENT SERVICES AND VIRTUAL CURRENCIES

Internet payment services allow users to transfer electronic money to other individuals or to pay vendors. Some
providers may require users to link their accounts with a bank account or a credit or debit card, while others allow for
pre-funded transactions using a customer’s direct account with the payment service provider.3> When users remit
digital currencies across borders, recipients can use these funds to make online purchases or they can withdraw the

money at an ATM as cash in a national currency.

Internet-based payments through the use of virtual currency are common in the online gambling sphere, as well as in
virtual worlds where users purchase this currency and can use it to make transactions within the system.3® There is
also a market for the purchase and sale of a digital representation of precious metals by paying intermediaries, who
claim to hold the commodities on behalf of the online owner — all with little or no identity verification.3” These

derivatives can be exchanged between account holders.

In Australia, amendments in 2017 to the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth)
introduced new requirements in relation to digital currencies.® The definition of digital currency was drafted to cover
a digital representation of value that meets several criteria, including that it must be interchangeable with money and
may be used as consideration for the supply of goods or services.?® In the revised explanatory memorandum for this
amendment, however, it was stated explicitly that this criterion does not apply to loyalty or frequent flyer programs
for which points may not be redeemed as money.*° Therefore, by implication, loyalty or frequent flyer programs where

a customer can exchange points for money fall under the scope of digital currency and are thus caught under the Act.

Potential AML/CTF risks of internet-based payment services and virtual currencies

Virtual currencies, unlike their national counterparts, do not have a central service provider and produce no records
of transactions beyond the original purchase of the cryptocurrency.*! In some cases, anonymous transfers and funding
are possible, and customer relationships are typically not face-to-face.*? The currency can then be transferred globally
and converted to cash through a currency exchanger, rendering it vulnerable to use for TF — especially if it is

transferred to banks in jurisdictions with fewer regulations in this area.*?

These transactions happen quickly.** They are also able to be segmented and conducted pseudonymously (since,
although a user’s actual identity is not visible, information about their transactions is recorded publicly),* which raises

issues for sufficient AML/CTF regulation.

Examples of internet-based payment services and virtual currencies on the market

I PayPal n

With PayPal, users create an account that is linked to their bank account or credit cards.*® At the checkout
for online purchases, the user chooses their preferred bank account or credit card and shipping address and
PayPal pays the seller. The user’s financial information is securely encrypted. The company offers a buyer
protection service, which can be activated if items fail to arrive or are significantly different from their

description, as well as refunded returns.*
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1. Amazon Pay amazon pay

After creating an account, users can select Amazon Pay as a payment method on Amazon and on the websites
of other participating stores. Customers can then confirm the credit card and address details stored on their
Amazon account during the checkout process. Amazon does not share the customer’s full credit card, debit
card or bank account number with participating merchants. Instead, it shares only the payment information

required, which may include the last four digits of a card number and the card type.*

1. Qantas*®

QaNTAS

In 2018, the Qantas frequent flyer program had more than 12 million members and more than 200 partner
organisations, including the four major banks, supermarkets and insurance companies.’® In effect, Qantas
acts as an unregulated bank, determining the value of points by deciding how many to issue, how many points
are needed to purchase an upgrade or flight, and any additional fees or charges.> Members can use their
points for a whole range of products and services, ranging from upgrading seats on flights, to gift cards with

participating stores, to goods and services.*?

IV. KrisPay KR'S ’}

In 2018, Singapore Airlines launched a miles-based digital wallet, KrisPay.> This allows members to convert
their KrisFlyer (frequent flyer) miles into KrisPay miles for everyday spending with merchants island-wide.

Members can use their miles by scanning the Quick Response (QR) code provided at any participating outlet.

INTERNET-BASED LOANS

Internet-based loans are offered to customers by a range of companies working outside traditional financial
institutions. These are generally small, short-term loans that are made either instantaneously or within a few business
days. They are therefore subject to the same AML/CTF risk as the loans provided by traditional financial institutions.
Over the past five years, more than 600 fintech lenders have emerged in the Australian market due to increased

funding availability and demand from borrowers.>*

Potential AML/CTF risks of internet-based loans®®

The proceeds generated from criminal activity remain a source of funding for terrorist organisations. However, in the
case of foreign terrorist fighters (FTFs), funds generated from criminal activity have typically involved petty crimes and
are thus insufficient for greater activity. Three streams of funding for terrorist attacks have been identified. The first
stream is funding to a network or organisation in amounts ranging from hundreds to millions of dollars. The second
stream is funding to operations in amounts ranging from thousands to hundreds of thousands of dollars. The third
stream is to individuals or cells in amounts ranging from hundreds to thousands of dollars.”® It is therefore the first
and third of these streams to which small-scale internet-based loans pose the most significant risk. One emerging
trend in this area is suspected FTFs applying for small short-term loans from multiple providers while having no
intention of repaying them.>” These loans may be more easily facilitated by the emergence of online providers that
offer fast personal or business loans with minimal turnaround time between the application and the receipt of funds.
Terrorism microfinancing is made more difficult to detect when small transfers are varied and come from individuals
whose accounts have not previously been noted for suspicious activity.>® Self-funding from small-scale loans may be
used for tactical short-term purposes, including lone-actor attacks, to fund travel for FTFs, or to finance military

training.
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Examples of internet-based loans on the market

Afterpay of’cerpquV

Afterpay offers loans to consumers by splitting a purchase amount into four instalments, with the first paid
at the time of purchase and the remaining three on a fortnightly basis.>® These payments are interest free,
but customers are charged relatively high fees for late payments. Purchases using Afterpay can be made both
online and in-store by scanning a barcode on the app. An independent external audit of the company
conducted in 2019, as ordered by the Australian Transaction Reports and Analysis Centre (AUSTRAC), found
that the company had committed breaches of AML laws between February 2015 and November 2016 by

failing to verify customer identities, but that the risks of ML and TF faced by the business were ‘fairly low’.%

Zip Pay ‘ Zip

Users make a purchase using Zip Pay and receive a statement of the amount owing on the first day of the
next month.%! The first payment for that purchase is then due on the last day of the next month, either in full
or a minimum of $40 towards the purchase. The spending limit depends on the account type. With Zip Pay,
the limit is $1,000 and with Zip Money users can borrow between $1,000 and $3,000, or they can apply
through merchants for an account with a higher limit.5?

Prospa prospa
Prospa offers small business loans of up to $300,000. It can often provide a response within one hour if the
application is lodged within standard business hours and the user allows utilisation of the bank verification
system link.®® If the applicant instead uses bank systems, response times are usually within just one business

day. Prospa repayments are automatic, either daily or weekly.

Nimble

Nimble provides a range of different loan types with small loans of between $300 and $2,000, medium loans
of between $2,050 and $5,000, and personal loans of between $5,000 and $25,000.%* Applications are solely
online. For a successful application, payments can be made within 60 minutes of confirmation, depending on

the loan type.

ALTERNATIVE REMITTANCE SERVICES

Alternative remittance services are financial systems in which value or funds are moved from one geographic location

to another.%®> Money may be transferred within and between countries, including to locations that do not have modern

formal banking services.®® Transfers performed by these services often involve one or more intermediaries and they

often function outside the conventional financial sector.®’” Alternative remittance systems are not traditionally

classified as NPPSs. However, the online nature of most remittance services means that they are similar enough to

include in this whitepaper.

Potential AML/CTF risks of alternative remittance services

Online remittance services are vulnerable to abuse in several ways. They carry a relatively high risk to AML/CTF due

to the low costs associated with transfers and the ability to reach high-risk countries where formal financial channels
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are less accessible or regulated. These services may be used for structuring to break down transactions into smaller
amounts in order to avoid detection.%® Increasingly, law enforcement agencies are detecting cases of remittance
businesses being used as third parties to move funds or settle transactions involving two or more foreign countries.®
It is common practice among overseas-based alternative remittance businesses to accept legitimate transfer
instructions from parties and then send these instructions onto Australian counterparts, rather than conducting the
transfer themselves. This is routinely done as part of the settlement of debts and to ease cash flow constraints.
However, the practice is open to ML abuse. For example, FTFs are often required to pay for their own living expenses.
Authorities in the Netherlands have found that this involves the transfer of several hundred or several thousand euros
via regulated money and value transfer systems to agencies located near where terrorist organisations operate.”” The
remittance sector has relatively low detections of misuse compared to the banking sector, but this is a reflection of
the lower total value of funds transferred via remittance. Alternative remittance services can assist in obscuring low-
value transfers to finance terrorism.”* They are, however, in a good position to assist in the detection of CTF if they

comply with ‘Know your Customer’ practices.”?

Examples of alternative remittance services

l. OFX

Once they have registered an account, whether for personal or business use, customers can transfer funds
to OFX directly from their bank account by using BPAY or electronic funds transfer. The customer is given a
quote and, if accepted, funds are transferred to another country. This will usually take one or two business
days.”® OFX boasts savings of up to 60% on the rates charged by banks. For transactions over A$10,000 or the
equivalent, OFX does not charge fees. Like other foreign-exchange fintechs, OFX is subject to growing
AML/CTF activism.”*

Il. TransferWise /TransferWise

TransferWise customers can open a foreign currency account as an alternative to a bank account abroad.
These accounts can hold more than 50 currencies at once and allow for conversions between them almost
instantly.”® The rates are up to 16 times better than those offered by banks when sending money abroad.
Customers with these accounts can receive free Mastercard debit cards to allow for cash withdrawals.
TransferWise also offers business accounts that allow freelancers or sole traders to be paid by international
clients. Businesses can also use these accounts to pay international employees or suppliers.

. XE X@

Customers can open free personal accounts that attract no monthly charges. XE does not charge fees to

receive money. It also does not apply transfer fees to foreign exchange transactions, although third-party
banks may apply these fees when transferring the funds.”® XE offers business accounts with services including

currency data, international payments, and FX risk management solutions.””
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CONCLUSION

Innovation in the fintech sphere allows for greater financial participation globally. It has the potential to open new
markets and encourages the growth of pre-existing ones. Innovation is the main reason for the growth in NPPSs that
we are experiencing today. NPPSs have made it much easier for start-ups and established companies to scale up their
business by offering competitive payment products, services and prices. They offer payments through, or extend the
reach of, traditional retail electronic payment systems, providing faster and more convenient services to users. By
making use of rapidly advancing technology, NPPSs have the potential to foster stronger and more interconnected
economies with robust competition. They allow for the inclusion of individuals from developing countries and areas

in which traditional financial services may be insufficient or unavailable.

At the same time, NPPSs commonly involve anonymity, facilitate easier cross-border transactions, have faster
turnaround times than traditional financial institutions, and allow for lower transactional amounts that may go
undetected. These qualities mean that they carry risks of vulnerability to ML and TF as criminals and terrorist
organisations may use these products and services to circumvent legal regimes that have not adapted quickly enough
to changing technologies. Through monitoring, investigation and appropriate law reform, these risks can be better

identified and mitigated so that innovative NPPS technologies can be used to their full positive potential.
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