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CONTEMPORARY CYBERSECURITY:
THE CHANGING LANDSCAPE

Contemporary cybersecurity is a high stakes battle. For aggressors, there is the opportunity to gain both
power and wealth, while victims face the very real prospect of losing everything.

Cyberattacks have steadily evolved from being a nuisance triggered by so-called ‘script kiddies’, doing it for the thrill
and right to brag, to an economy of thriving mercenaries that are employed by criminals, unscrupulous businesses,
nation states and hacktivists. Hackers of the 80's and 90's were not necessarily viewed as disreputable individuals,
but rather as tinkerers and enthusiasts intrigued by the challenge of breaking into, and disrupting, computer
networks [1]. However, as the world has become more digitised, the opportunity for exploitation and disruption has
significantly broadened, leading to the development of increasingly sophisticated techniques to infiltrate and extract
information. The modus operandi of attackers has changed from publicly showing their might to becoming
undetectable in siphoning data in pursuit of economic gain. Cyberattacks have metamorphosed from being a show of
technical capabilities to a lethal cocktail of technology, social engineering and manipulative psychology.

Contemporary cybersecurity can therefore be likened to guerrilla warfare. Rather than confront defences “front-on’,
attackers now utilise unconventional strategies, deception and surprise to infiltrate computer systems and networks.
In 2008, for example, computers in the US military’s Central Command were infected by a computer worm, Agent.btz,
capable of scanning computers for data and opening security backdoors. A foreign intelligence agent, in a tactic
known as a “candy drop”, is suspected of leaving a USB flash drive in a parking lot outside of an army base. Out of
curiosity, a soldier picked up the drive and decided to insert it into a computer linked to the Central Command
network. On connecting the drive, the virus was

automatically uploaded into the system. It then took
14 months to clear the worm from infected devices
and networks [2].

In response to the evolution of cybersecurity
threats, the role of the Chief Information Security
Officer (CISO) has emerged as a critical leadership
position  within  organisations, marshalling
technical expertise and resources in the defence of
information assets and infrastructure. Where cyber-
criminals may only need one successful hit amongst
many thousands of attempts, the CISO is expected to
anticipate and counter every possible strike. As
attacks can arise from a wide range of sources,
utilise different methodologies, and target different
systems, the CISO is required to engage a broad
range of leadership skills to encourage rapid

Iam not sure how Prince Alyusi Islassis found my email, but he had a
business proposition. Upon concluding a large number of contracts, the
Nigerian National Petroleum Company was wanting to transfer
$40,000,000 of funds to another region in order to facilitate further
global exploration. However, the Nigerian Government was preventing
the movement of these funds. By transferring money into my bank
account, they would be able to bypass the regulations of the Central
Bank of Nigeria. As payment for this service, they would allow me to
retain 10% of the funds. Time was of the essence.

However, Michael Neu, aged 67 from Louisiana, was neither a prince,
nor Nigerian. Rather, in December 2017, he was arrested for 269
accounts of wire fraud and money laundering. He was a co-conspirator
in what is known as an advance-fee scam, where a victim pays a small-
up front fee for a share in large quantities of money. Although “Nigerian
prince” emails are now the topic of comedy, many people still fall victim
to the scam in the hope of easy money. What such examples highlight is
that cyber security transcends the technical domain. Organisations may
have the right equipment, the right security settings, the right software.
Nevertheless, security breaches will occur. Often, it is not the
technology, but the people who bring the system down.

adaptation to new and challenging environments. The failure to swiftly adjust to new threats can result in significant
losses of information, intellectual property, and reputation, as well as sizeable financial costs. To understand the role
of leadership in advancing a cybersecure network, it is important to dissect the evolution of cyber-threats, now and
into the future.

WHERE DOES THE THREAT COME FROM?

Unlike traditional warfare, there are no clearly delineated 'enemies’, nor are adversaries easily identifiable. They can
come from varied geolocations, have distinctive purposes and motivations for attack, and are sponsored by a range
of organisational and/or state parties. The most successful hackers are those who are able to advertise and monetise
their cyber-nuisance. Antagonists forge pseudo-franchise enterprises, known as ransomware-as-a-service (Raas),
where ransomware and hacking tools can be rented or sold to any customer who is willing to pay [3]. Akin to a
weapons manufacturer engaging an arms dealer to sell weapons to mercenary soldiers, cybercriminals will develop
software and provide technical know-how to other cybercriminals, who then act as vendors and service providers to
would-be attackers. Following a successful attack, extorted money is often distributed between the attacker, vendor
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and developer. This system has the benefit of allowing developers to widen their distribution channels, whereas those
who dispense and utilise these services do not have to write their own malware nor develop the necessary technical
expertise to carry out a successful cyber-attack. Therefore, although mercenary soldiers do not have the personal
programming capabilities, they have at their disposal the necessary weapons and support through which they can
cause significant corporate damage.

Highlighting the financial stakes involved, the direct cost of cybercrime is thought to cost Australians in excess of $1
billion each year, although the actual impact on the Australian economy may be as much as $17 billion [4].
Furthermore, as a demonstration of the threat posed by cyber-attacks against organisations, a survey commissioned
by Citrix showed that 42% of UK large companies (250+ employees) are stockpiling cryptocurrency to pay off hackers
who may target them with ransomware attacks [5].

As an alternative to obtaining financial gain, some hackers may eschew being characterised as ‘bad’, but rather see
their cyber activities as a form of social activism. The term 'Hacktivism' describes attempts to promote political or
social change, or damage ideological opponents by means of cyber-attack [6]. The damage is often directed towards
publicising secret or classified information, causing reputational harm, or disrupting services. Instigators can be
individuals, an alliance of parties united by a common cause, or a corporate entity. Wikileaksis perhaps the most well-
known example of a hacktivist organisation, responsible for publishing a broad suite of secret documents into the
public domain. The stated intention is not financial, but rather to ensure that stories are ‘heard’ that are in the ‘public
interest’. Organisations that have been perceived to have crossed an ideological line, such as the Recording Industry
Association of America's (RIAA) pursuit of copyright infringers or PayPal's withdrawal of services from Wikileaks,
have experienced significant disruptions by hacktivist groups, such as Anonymous. The danger for many
organisations is that ideological lines are ambiguous, and new products, services, customers, partners, and marketing
strategies may result in organisations being targeted for undefined moral transgressions. To further complicate
matters, many Hacktivist are now seeking to use any insecure website, regardless of the company’s standing, to
promote their message [7].

Although the threats to organisations are often characterised as arising from outside the system, antagonists may also
arise from within an organisation. Insider threat is a breach in network security caused by users within the
organisation. Even if the network is essentially secure from a technical standpoint, it is the people using the system
who can often bring down a network. While some users and past employees may have malicious intent, selling or
leaking information for financial gain or perceived retribution, the clear majority of cases involving security breaches
are unintentional and are the product of either negligence or human error [8]. By succumbing to phishing scams,
inadvertently installing infected software, or inserting a discarded USB memory stick, employees introduce
vulnerabilities that are difficult to combat. Networks can be compromised by actors with the best of intentions,
resulting in the loss of information, reputation and finances.

CYBERTHREATS: MODUS OPERANDI

Just as there are a variety of actors with differing motivations, the methods of cyberattack can also vary significantly.
Perhaps the easiest method of gaining access to a computer system or network is to simply ask for the user’s password.
Bad actors can contact employees pretending to be from their IT department, explain that there is an issue with their
account, and ask whether they could confirm their password as part of a ‘systems check’. Unsuspecting users with the
best of intentions then give access to the person on the pretence that the problem will be solved. Such scams often end
up with malware-ridden computers with users paying unnecessary support costs.

The most common method of cyberattack is via phishing emails [9]. Such attacks have been relatively easy to detect
in the past. They contained outlandish stories of lost relatives, tremendous business opportunities or great hardships.
They are often simple, text-based messages, with poor spelling and phrasing. However, such phishing emails are
quickly giving way to scams of increasing sophistication. More care is taken in their presentation, their message
appears more believable, and they utilise psychological principles to bypass critical reasoning. High-resolution
company logos, phone numbers linking to active call centres, and appeals to social engineering cues are becoming
ever more common [10]. Furthermore, generalised phishing attacks are fast giving way to a more targeted tactic of
spear phishing. Rather than using a scatter gun approach, where one email is sent to thousands in the hope of catching
asingle user, time is invested to create targeted campaigns against key individuals. Based on the target’s interests and
needs, sourced via a varied mix of social media (Google, LinkedIn, Facebook, Twitter, Instagram, WhatsApp etc.) and
publicly available information, emails with personalised messages and websites are created to ‘trick’ the victim into
revealing key information. This is a very difficult avenue of attack to track and catches high-value victims.
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Cybercriminals can also utilise drive-by attacks, installing malicious code on computers after a website is visited, an
email is opened, or a pop-up advertisement is selected [11]. This can occur because users are either manipulated into
actively downloading software onto their computer, or by exploiting web browser or operating system vulnerabilities.
For example, websites may contain a pop-up that indicates that a user’s computer is infected by a virus, and suggests
a (infected) virus scanner be installed to remove the malicious program. Therefore, to protect the computer, the user
engages in behaviour that actually causes the infection. A more concerning form of drive-by attack occurs with the
installation of software without the user’s knowledge. By exploiting system or browser vulnerabilities (often
accentuated with the installation of plug-ins and add-ons), scripts of code can be installed on a computer without the
user’s knowledge. Simply by visiting a compromised website, a computer can be infected with malicious code.

Cyber-attacks can target physical systems and networks to deny services or obtain information. Distributed Denial-
of-Service (DDoS) attacks target the online presence of organisations or their services by flooding their network
connections with requests beyond which their hardware or network bandwidth can reasonably manage [12]. The
motivation behind such attacks is normally to prevent the normal functioning of online systems (e.g., shopping or
banking), or to discredit an organisation (e.g., Anonymous’ attack on the Church of Scientology). In Australia, four
separate DDoS attacks were held responsible for the problems experienced in completing Australia’s first ever online
census in 2016, preventing millions of citizens completing the form online.

Another prevalent issue in cyber security relates to poor access control and patching. Like a hotel where one key
unlocks access to every room, weak passwords, open information channels, broad access to files, and irregular
software patching will resultin everyone being burgled. Employee’s passwords constitute the keys to their rooms, and
it should have a level of sophistication that cannot be simply guessed or bypassed. For example, newly acquired
equipment often comes with simple passwords (e.g., password or admin) - that, if not changed, would allow hackers
access to that system. However, even if criminals fail to gain access to an employee's ‘room’, they should not then be
able to then gain access to every other ‘room’ in the hotel. That is, a network should be so configured that only
information pertinent to the employee is compromised, rather than the entire organisation. Furthermore, once
employees leave the organisation, their key and access rights must be revoked to prevent the possibility that their
credentials will be distributed to competitors or to create damage as a means of retribution. This type of poor network
configuration, maintenance and patching acts as a beacon for cyber-criminal activity.

In bringing a combination of cyber-attack strategies together, organisations may face the serious challenge posed by
Advanced Persistent Threats (APT’s) [13]. Often targeted at securing state or corporate secrets, APT’s are co-
ordinated, covert attacks frequently involving specialised teams. They are advanced, such that they involve
significant planning and an array of sophisticated techniques to compromise a system. They also involve a thorough
understanding of the organisation, key personnel and infrastructure, together with the information they are seeking
and to whom they should target. Such attacks are persistent, in that the threat is ongoing, often taking months of
planning and implementation. Once a foothold has been gained, attackers will attempt to increase their network
privileges and strengthen their position within the network. Following a successful intrusion, the team will begin to
silently siphon information from the organisation to avoid triggering alarms, and then attempt to cover their tracks.
APT’s are notoriously difficult detect, and then to eradicate once detected.

In examining the methods of cyber-attack, the critical message is that if a network is easy to infiltrate, it will be
compromised. Systemic weaknesses within the information security infrastructure, perhaps due to rapid expansion,
under investment or increasing complexity, proves tempting for criminals in spirit to become criminals in practice.

IOT: CHANGING LANDSCAPE OF CYBERSECURITY

Further complicating the defence against cyber-attacks, the proliferation of devices and equipment connected to the
internet increases opportunities of cyber-criminality and introduces avenues of attack that have not previously been
considered. The Internet of Things (10T) describes the wide range of devices connected to the internet, including cars,
appliances, machinery, security systems and building automation, and which are thus, open to possible exploitation
by hackers. At a Netherlands cybersecurity conference, 2017, attendees were left shocked as an 11 year old boy, armed
with his toy teddy bear, was able to hack into the mobile devices of security experts. In 2015, a 'smart' Samsung
refrigerator was successfully hacked, with the exploit allowing access to Gmail login details. Evidently, devices as
simple as a ‘smart’ teddy bear or a ‘smart’ refrigerator can become possible avenues of attack.
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As the range of IoT devices expands, an increasing awareness of possible security implications needs to be adopted.
Hackers have been able to demonstrate that a modern car’s sound systems, air-conditioning, and even accelerator
and brakes are all able to be controlled remotely [14]. However, such attacks needn’t be so blatant to be equally
effective. The functioning of autonomous vehicles requires the vehicle is aware of, and interprets, its situational
context. There is the need for a rapid flow of information between different sensors, devices and even external
systems to operate safely. Therefore, rather than seek a full denial of service attack, hackers need only delay the flow
of information, increase latency between critical systems, to cause untold damage. This is an example of how future
attacks may be difficult to decipher, with the hacker hiding in the shadows of hardware, software and network
latencies.

The changing cybersecurity landscape has also shifted because of growing connections between organisations, the
supply chain, and customers. Many corporations are now inter-connected or networked, having up and downstream
suppliers and connected customers, often crossing state or international borders. This raises two major concerns: a
reliance upon entities outside organisational control maintaining their own system security; and the identification of
jurisdictions of control and the implementation of key resources in the event of a crisis. When a cybersecurity incident
occurs, what are the inter-company contractual implications, what state or national laws need to be enacted, and who
takes responsibility to resolve the issue? In selecting suppliers, organisations now need to be aware of their
cybersecurity standards, stewardship requirements, legal responsibilities and redress in case of a breach.
Organisations also need to be able to chart digital trading dependencies and determine their risk profile and domain
of responsibility.

THE CHANGING CISO ROLE

Business is changing rapidly as a result of technological innovation and globalisation. Companies are becoming
digitised, boundaryless and borderless. Organisations are now expected to be agile, moving from process and control-
centric practices to customer comfort-centric. Consequently, the organisational risk profiles and risk appetite (i.e.
the level of risk considered acceptable) has shifted significantly, often without any awareness on the part of the
company. The CISO is no longer a mere technological-expert protecting the business from technological induced
cyber-risk but is an integrated risk professional who must understand the motivation and concerns of the board,
business, technologists, customers and cyber-criminals. That is, the CISO role is focussed on risk management rather
than risk mitigation, with a multi-layered approach to cyber-risk for the entire organisation and beyond. Every
moment and in every context, the CISO needs to balance the risk against necessity.
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CYBERSECURITY IN A CORPORATE WORLD:
EMERGENCE OF THE CISO

In the contemporary corporate environment, targets for cyberattacks range from employees to senior
executives, intersecting with all facets of the organisation. In this context, the role of Chief Information
Security Officer (CISO) has emerged as a key role in championing cybersecurity from the board through
to the end-user.

THE ROLE OF THE CISO

As threats from cyberattacks evolve, organisations have become increasingly reliant on the Chief Information
Security Officer (CISO) to build capabilities to defend against possible intrusions, be aware of breaches as they occur
or even before they occur, and build organisational resilience to recover and restore capabilities following an attack;
all while supporting the strategic goals of the business. Therefore, the contemporary CISO must embody the dual
capabilities of technical specialist and business strategist while performing the role of Risk Manager.

As technicians, CISOs are required to arrange and manage an organisation’s cybersecurity plan and operation,
including budgeting, procuring new investments that improve security and operational functionality, and building an
effective security team. That is, CISOs are now responsible for ensuring that the design, development and
implementation of all IT-related systems are secure, that correct procedures are adhered to, and that systems are
adequately monitored and reviewed, all in the context of the processes they operate under.

As a strategist, contemporary CISOs need to examine cybersecurity holistically and understand the multiple
conflicting priorities of different stakeholder. Each decision needs to be examined from the perspective of serving the
mission and goals of the organisation. This requires a comprehensive understanding of the business as a whole. Each
piece of hardware, software, and protocol designed to reduce the organisation’s risk profile is associated with
financial and opportunity costs. For example, at the operational level, requiring customers to use two-factor
authentication may increase customer security, but comes at the expense of customer comfort. Likewise, allowing
employees Virtual Private Network (VPN) access may provide flexibility to work from home, but increases the
footprint through which hackers can gain remote access to the network. Therefore, there is a balance that needs to be
drawn between securing the network from possible attack and maintaining operational functionality and comfort.

Given the situation of ever-evolving threats, the price for achieving total security may be unachievable [15]. Absolute
protection is no longer an attainable goal. Furthermore, the greater the investment in information security,
potentially the lesser the investment in core business practices. Parallels can be drawn here in the balance between
government expenditure on defence and law enforcement against the investment in health and education. If spending
was exhausted on the former, the nation may be protected, but the government would be less able to fulfil its other
duties to citizens. Yet, if investments in defence and law enforcement were neglected, the nation would be at the mercy
of rogue nations and would likely descend into a state of crime and anarchy. Therefore, at a strategic level, it is the
CISO's role to understand the organisational system, define levels of acceptable risk, determine the necessary costs,
and then advocate for, and lead change where necessary.

CHAMPION FOR CHANGE

Technical and strategic abilities are necessary but not sufficient to facilitate success as a CISO. Information security
ultimately rests on an organisation’s people and its culture. Often, it is easier for a cyber-criminal to compromise a
system through an employee’s actions or ignorance, than probe code and hardware for potential weaknesses. It is
people who will set "123456" as a password, or who will insert an infected USB-drive found in a car-park into their
computer, or who will be manipulated to click on a phishing scam that are likely to pose the greatest threat to the
security of an organisation. Employees need to be educated in cyber-risks, but importantly, they need to recognise
that information security is the core responsibility of every employee and not the exclusive domain of IT specialists.
Cybersecurity also needs to be adopted as fundamental component of executive responsibilities [16]. If the C-suite is
not convinced that there is a genuine threat, nor recognise the potential costs associated with a cyber-attack,
investment in cybersecurity projects will be under resourced, defences will not be maintained, and staff will remain
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ignorant to the risks posed by cyber-attacks. Therefore, the CISO is accountable for developing a cyber-alert security
culture both within the executive and across the company.

In late May 1940, Foreign Secretary Lord Halifax of the British war cabinet argued for a peace settlement between
Britain and Germany. Prime Minister Winston Churchill, recognising the tyranny of the Nazi regime and the potential
for capitulation, believed that Britain would be better placed remaining steadfast in its armed opposition to the
regime. Although Churchill faced significant opposition in the war cabinet, he convinced members of the outer cabinet
to continue their war efforts, "I have thought carefully in these last days whether it was part of my duty to consider
entering into negotiations with That Man [Hitler]. But it was idle to think that, if we tried to make peace now, we
should get better terms than if we fought it out... We should become a slave state... If this long island story of ours is
to end at last, let it end only when each one of us lies choking in his own blood upon the ground."

In the same way, a CISO needs to contend with the C-suite, often in the face of significant and sustained opposition. It
is the responsibility of the CISO to argue for the organisation’s security. Hindering this objective, the C-suite may
underestimate the threat posed by cyberattacks and/may not appreciate the need for investment. Indeed,
cybersecurity, like safety, is often intangible. Only when a breach or a system failure has occurred will questions be
asked as to why adequate defences were not in place. Therefore, the contemporary role of the CISO is to effectively
communicate the importance of information security and how it promotes organisational strategic objectives.

In effect, a CISO is a ‘champion of change’, building a culture supportive of cyber security initiatives from the entry-
level employee through to the CEO. Just as defence and police chiefs must secure ‘buy-in’ and investment from
politicians and the public, it is incumbent upon the CISO to identify the security needs of the organisation, propose
well-designed solutions that minimise conflicting priorities, and market the benefits of the process. This will
invariably involve building social capital through the creation of alliances, fostering interpersonal relationships,
working alongside the executive team and end users to fashion effective solutions to complex issues, and
communicating the costs and benefits with non-technical jargon. Therefore, success as a CISO is not necessarily
dependent upon technical abilities or a capacity to think strategically, but rather, is deeply rooted in a capacity to
understand and respond to the threats imposed by potential attackers, and appreciate both the goals and limitations
of potential victims.

In sum, the CISO needs to be an effective leader. Static technical solutions will eventually become compromised;
therefore the CISO must understand the present and future means and motivations of attack, comprehend the
strategic aims of the organisation, balance competing needs of security and comfort, facilitate the generation of
innovative solutions, and engender buy-in from all levels of the organisation. Scholars and practitioners have
identified a range of CISO competencies emphasising the importance of technical knowledge, strategic thinking and
communication [17]. There is a recognition that the CISO needs to exhibit leadership to be successful in driving change
at both the executive and employee level. However, leadership is a fraught concept, often coupled with power and
control. It is common to conceive the leader as being the expert with the answers, the bringer of certainty, the puppet
master. For the CISO, such a leadership approach would only invite disaster.
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LEADERSHIP IN CYBERSECURITY:
DESIGN THINKING AS A SERVANT LEADER

At its core, CISO leadership concerns the process of enabling change to cope with new circumstances
and environments. Consequently, servant leadership and design thinking align with the essential aims
of a CISO in creating a cyber-aware organisation. It is non-hierarchical, follower-centric, and focused
on creating meaningful adjustments in an environment that is rapidly evolving.

CISO AS LEADER

Although leadership is a construct well-researched, leadership in the context of cybersecurity needs to embrace the
adaptive challenges posed by evolving cyber-threats. Leadership has variously been understood and defined
throughout history, emphasising either power, the ability to influence, or as a set of behaviours or traits. However,
contemporary notions define leadership as, "...a process whereby an individual can influence a group of individuals
to achieve a common goal [18]." Leadership, as a process, implies a distinction between what one does as a leader
from the traits or characteristics that a leader may possess. Therefore, one is not born aleader or is a leader by virtue
of beauty, personality, or intelligence, but rather, is a leader by virtue of activities or achievements.

As aprocess, leadership is concerned with interactions between leaders and followers, rather than a linear edict from
above. It also involves the creation of a vision for a common goal, which implies an aspiration of mutual beneficence
for both leaders and followers. Finally, leaders must be able to impact followers, and be able to influence others
toward the pursuit of a common goal. The CISO Is engaged in the process of silently Influencing and changing
behaviour of the corporation [19]. When changing the online habits of employees, by driving a culture of cyber-
awareness, by guiding the C-Suite through the new battleground with the purpose of creating a secure networked
environment, the CISO is engaged in such a process.

In the contemporary workplace, the CISO is required to exhibit robust servant leadership mainly to those he or she
leads and engages In effecting the change. According to Greenleaf, servant-leaders desire to serve others first rather
than pursue their own drive for power or acquisition, "The difference manifests itself in the care taken by the servant-
first to make sure that other people’s highest priority needs are being served [20]." Rather than approach employees
and the executive with answers and pre-set plans, a CISO should exhibit humility, seeking to understand end-user
needs in the context of their existing organisational culture. If staff repeatedly fall for phishing scams, set insecure
passwords, or engage in other cyber-risky behaviour, it is important for the CISO to understand why such activities
are taking place, rather than immediately seek to censure and limit access. In a nod to the Design Thinking approach,
solutions need to match the needs of the people with what is technically feasible, pursuing strategies that create real
value for the organisation [21]. It may be the case that unsafe behaviour exhibited by employees is a result of being
time-poor, or by a need that is not met by the current infrastructure. A perspective that starts first with the end-user
in mind allows for genuine solutions to be implemented. This can often be challenging in an environment that
demands certainty and quick fixes. Hence, a CISO needs to persuade stakeholders for the need of change derived from
their expertise and strategic knowledge. The CISO's most important skill is to lead the leaders, operate the levers of
influence, not out of a desire for power or prestige, but out of genuine need to serve the members of the organisation.
By leading from the front, acting with integrity, seeking the benefit of the other, they can best persuade others to
follow, and in turn, also serve the security needs of the organisation.

Given the challenges, cybersecurity leadership needs to be non-hierarchical, follower-focussed, and continuously
adaptive, founded upon competence, performance and good character. This contrasts with many common
conceptions of leadership that portray leadership as individualistic, hierarchical, and unidirectional [22]. Leaders are
often conceived as those individuals who hold the power to make the decisions. While the CISO has a source of
legitimate power in this sense, final decisions as to where financial and personal resources are directed is ultimately
the domain of the CEO and CFO. The role of the CISO is to influence those individuals who hold power to invest in
cybersecurity, and to obtain compliance to policies not by coercion but through education and establishing a common
purpose. Therefore, it is as important for the CISO to lead upwards as it is to lead sideways and downwards. Recent
theories of leadership, such as servant leadership, suggest that the CISO must engage in behaviours and activities that
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put people first, equipping and empowering them to overcome obstacles and threats. They must be able to tap into to
the needs of both the executive and the end-user by increasing the awareness of issues around cybersecurity, and
motivate them to act in the interests of the organisation. A successful cybersecurity environment requires the
participation and innovation of all stakeholders.
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